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1. Executive Summary
Physical Intrusion Findings: This vulnerability assessment identifies numerous physical security failures, including insufficient monitoring, access controls, electrical locks, CCTV coverage, employee training/awareness, and detection and response methods (Gibson, 2025). Furthermore, after the first social engineering attempt posing as an ISP technician failed, the next attempt succeeded and even led to an offer of a security card. This highlights a failure in staff verification and employee training. These gaps in cyber security and physical security are important to amend, as if an attacker gains access to Remote Terminal Units (RTUs), they can circumvent security measures and interact directly with the power grid (Stouffer et al., 2015).

Technical Vulnerability Assessment: This assessment showcased external perimeter and internal OT environment weaknesses: 
· External surface: Open ports such as Remote Desktop Protocol (RDP) and Server Message Block (SMB), combined with outdated anti-virus and software versions, provide a greater attack vector opportunity. Weak encryption standards expose BSP to potential interception of credentials and sensitive data (Samani & D. Knapp, 2026).

· Internal OT environment: Using a flat network topology lacks the segmentation required by IEC 62443; this enables lateral movement in a system less restricted (SIST EN IEC 62443-3-3:2019, 2026).

· Legacy systems: Reliance on traditional protocols (Modbus/Distributed Network Protocol (DNP3)) combined with weak and shared administrator passwords throughout BSP’s network of computers (poor employee access control) substantially increases the risks of command injection (urjasec, 2025). Such as Vivotek Legacy Firmware injection hacking of IoT devices with malicious filenames (firmware.bin; id) to their cameras to gain root access (Cashdollar, 2025).
Risk and Business Impact: Brite Spark Power Ltd’s current weak security posture places it in the critical risk category from an operational, safety, and conformity to regulations perspective. If a breach occurs in an industrial control system (ICS) and vulnerabilities are exploited, it could lead to power outages, grid instability, and risks to staff safety (SIST EN IEC 62443-3-3:2019, 2026). Legal and financial penalties under UK NIS regulations for non-compliance after a breach or service disruption are highly likely to affect Brite Spark (Department for Science, Innovation & Technology, 2025). 
Most importantly, the negative impact on reputation after a critical national infrastructure failure or breach happens, it will make the public distrust the nation’s infrastructure reliability (SIST EN IEC 62443-3-3:2019, 2026).
2. Organisation profile & scope of activities
Brite Spark Power Ltd’s role as a company is to produce, transmit and distribute electricity throughout counties in the United Kingdom. By BSP Ltd, using a hybrid infrastructure that combines operational technologies (OT) systems that manage substations and power grid operations with information technology (IT) systems for administration and communications, they create the fundamental backbone for a smart grid (Schneider Electric, 2017).

Targeted attacks will disrupt OT systems, such as Remote Terminal Units (RTUs), Programmable Logic Controllers (PLCs), and Supervisory Control and Data Acquisition (SCADA) systems, all of which are necessary to maintaining effective operations (Inductive Automation, 2018). When these fail due to a cyberattack, power outages could affect many major cities and counties across the UK (Sullivan & Kamensky, 2017).

2.1 Scope of Engagement
Physical Intrusion Testing:
Map the entrances and perimeter: Identify all possible unsecured entrances, find hidden or unguarded entry points to gain access to the buildings (Stankovic, 2024). Mapping the perimeter is equivalent to a reconnaissance step carried out in all other types of penetration tests and entails a thorough examination of your surroundings and structures (Stankovic, 2024).
Key areas to map:
· “Windows
· Doors
· Roof type
· Basement access
· Physical access policy
· Lock types (Stankovic, 2024)”
Social Engineering typically consists of four stages:
Information gathering and surveillance:
At this point, an intruder would gather vital information from publicly accessible sources using OSINT (open-source information), such as names, job titles, email addresses, business security badges, or personal information. They can use this information to create fake organisation security badges, customise their strategy, and build trust (Pinkerton, 2023).
The infiltrator would next gather information about the site through reconnaissance. Examining building designs, tracking security schedules, and identifying peak traffic intervals are a few examples. Walking around the building to visually spot any weaknesses, such as poorly lit sections, secret backdoors, security cameras, overgrown landscaping, shoddy security fencing, or unsecured entry points, may also be part of the process (Pinkerton, 2023).

Building rapport:
After gathering information, the infiltrator establishes rapport by appearing reliable. They use a variety of strategies to establish rapport, including using well-known language, dressing in a way that suits the hoax, referring to common interests, or harnessing authoritative figures (Pinkerton, 2023).

Request for information or action:
After gaining the victim’s trust, the infiltrator expertly coerces them into disclosing private information or carrying out an activity (Pinkerton, 2023).
Outcome:
If a company employee is complicit in the attacker’s social engineering, the pen-tester has achieved their objective, leading to unauthorised access, compromised security, stolen data, or fraud (Pinkerton, 2023).

Test for tailgating opportunities – This involves attempting to follow employees through doors without your own keycard. It is a great way to find out if employees notice unauthorised people following them and entering behind (Double Check Security Group, 2024).

Lock picking – This can be used to evade traditional door locks; however, it can be very time-consuming (Double Check Security Group, 2024). Most companies use electromagnetic locks to eliminate the risk of lock picking. Scanning and duplicating ID cards for those locks requires the same amount of effort (Stankovic, 2024).

Test server rooms, wires and cables – Servers are the most critical part of networks and require a higher level of security. If an attacker, in this case, our team of pen-testers, gains access to the BSP’s server rooms, we can completely compromise the network by infecting it, disabling it or stealing sensitive data (Stankovic, 2024).
Ensure these three aspects of the server’s bootability are covered:
· “A USB drive
· Type of RAID systems in place
· Surveillance cameras in server rooms (Stankovic, 2024).”
Access needs to be monitored and logged to hold employees accountable and ensure BSP Ltd knows who has access to what and when (Stankovic, 2024).

Shoulder surfing – monitoring an employee’s computer to get sensitive information, intellectual property, usernames, passwords, and any other sensitive data (Stankovic, 2024). This requires a small quantity of social engineering by posing as a handyman, delivery guy, friendly co-worker or IT technician (Stankovic, 2024).
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Test network jacks – “Some buildings have unsecured network jacks that a tester can plug into, giving potential access to internal systems. This checks if all jacks are either secured or monitored (Double Check Security Group, 2024).”
Dumpster diving – Look through dumpsters or employees’ trash to see if you can find any paper documents, books, manuals, bank statements, or invoices that can yield useful information (Stankovic, 2024). Use paper shredders or burn sensitive documents to discard them, as shredded documents can be reconstructed (Stankovic, 2024).

Internal OT Assessment –“An OT Security Assessment consists of auditing an existing site and getting a sense of assets, people and processes in place. It entails identifying risks and vulnerabilities, analysing threats, assessing the impact of potential security incidents, reviewing conformity with industry standards, evaluating the effectiveness of existing security controls, and providing recommendations for improvement (Trout Software, 2024).”
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External Vulnerability Scan – This focuses on BSP’s external-facing network infrastructure, systems and applications for security. Scans networks that are reachable through the internet and evaluates any vulnerabilities that might be exploited from outside the network (SecurityMetrics, 2024).

Internal Vulnerability Scan – Evaluating the security of internal systems, applications and network infrastructure. Searching for vulnerabilities that attackers who already have access to the internal network may use, for things like privilege escalation, maintaining access, and data exfiltration/lateral movement (SecurityMetrics, 2024).
2.2 Critical Assets
· Supervisory Control and Data Acquisition (SCADA) Servers: “use computers, networks, and graphical human-machine interfaces (HMIs) to provide high-level control, management, and supervision of industrial processes. SCADA networks are important to industrial operations yet are made up of hardware and software that can easily fall prey to hacking, which makes SCADA security increasingly important (Fortinet, 2025).”
· Remote Terminal Unit (RTUs): “Microprocessor-based electronic device used in an industrial control system (ICS) to connect hardware to a distributed control system (DCS) or supervisory control and data acquisition (SCADA) system (Awati, 2024).”
· Programmable Logic Controller (PLCs):  Industrial computers, many different form factors. Some are small enough to fit in a pocket; others are large and need heavy-duty racks. PLCs tend to be modular, with only basic input/output (I/O), but can be expanded with additional backplanes and functional modules (Inductive Automation, 2020).
· Corporate IT systems, including Enterprise Resource Planning (ERP), Human Resources (HR) and email. Ensure it is all centralised in one place to improve efficiency and security by limiting access (TSG, 2026).
· Physical infrastructure: In BSP Ltd’s case - substations, office buildings, storage facilities. For many other things, such as Communication, Transportation, Finance, Water, Airports, and Sewers (Gupta, 2022).
2.3 Business Hierarchy & Security Stakeholders
· Leslie Doright (CISO): Overall responsibility for IT/OT security and risk management.
Operations Manager: Oversight of substation operations and OT device management (ITSM, 2026).
· Physical Security Team: Access control, video surveillance, intrusion detection, visitor management, alarm response, data and analytics (Kisi, 2019).
· Cyber Security Team (MEGA BREACH LTD) External hire: Proactive vulnerability management, 24/7 real-time threat monitoring, and rapid incident containment and remediation (Filipek, 2025).
· Every Staff Member: Obliged to observe security procedures, mandatory awareness education, incident disclosure and general data protection regulations (GDPR, 2013).

2.4 Permissions
Permission granted for MEGA BREACH LTD – Pen-Test Team.
“Attempting to circumvent physical security controls
· “Attempting to circumvent physical security controls
· Providing false information
· Impersonating employees or contracted vendors
· Attempting to deceive personnel to obtain confidential data
· Network Scanning of the perimeter (external scanning) during agreed hours
· Internal Scanning of the IT/OT infrastructure: this may include use of credentials but not exploitation of vulnerabilities (Doright & Horne, 2025).”

3. Physical intrusion findings

3.1 Perimeter Controls
CCTV Coverage: Closed-Circuit Television (CCTV) placements around the substation perimeter created blind spots, especially behind mounting poles and along fence lines (NPSA, 2022). There were not many overlapping fields of view (FOV), which reduced redundancy and allowed intruders to exploit unsurveyed areas (Home-CCTV, 2025).
Sensor Constraints: Motion sensors have been installed around the substations; however, they exhibit exploitable weaknesses, such as Masking and obscuration, microwave Doppler bypassing, predictable detection patterns, and environmental interference (ENISA, 2022).
Fencing Gaps and Blind Spots: Perimeter fencing borders a wooded, uneven terrain that attackers can use to conceal themselves. Anti-climb features were limited, and the fencing height was not high enough to deter an actual attacker; when tested, all it took was a wool blanket. Fencing needs to be visible and have minimal blind spots, with ample surveillance (NPSA, 2025).
Lighting and Signage: Insufficient lighting around critical perimeter zones, especially near wooded areas. Due to insufficient illumination, the cameras are less effective than usual. There was limited signage, and it was not well-positioned. This limits the deterrent impact and showcases its failure to communicate restricted access (Quesada, 2024).
Analysis: Taken as a whole, these flaws indicate that perimeter controls were applied separately rather than as part of an integrated defence layer (DeMeyer, 2025). The possibility of an undetected perimeter breach was greatly exacerbated by the lack of visibility, redundancy, and environmental aspects, which immediately heightened the risk to the facility’s OT assets (Leon, 2023).

3.2 Building and Equipment Access
Entry Points: The majority of entry points relied on mechanical locks without electronic access control, making them lockpicking-prone and susceptible to shuv-it tools (InsiderTech, 2016).
Critical Equipment Exposure: Remote Terminal Units (RTUs) and control panels were not sufficiently protected. Control Panels were unlocked with generic keys, allowing direct access to OT devices. There is physical access to RTUs, which enables attackers to connect rogue devices, deploy persistent malware and extract configuration data (NCSC, 2025).
Social Engineering: These techniques did not work as well as expected. Red team members impersonated technicians from a local internet service provider. Moreover, dropped two contact names; “I talked to [staff]. We are here from [company] to check some speed issues and some other stuff with the internet.” A supervisor who was suspicious of the technician appeared and denied them access, resulting in a failed social engineering attempt (InsiderTech, 2016).
Analysis: The danger of unauthorised access to vital equipment was greatly raised by the combination of human-factor weaknesses and lack of access restrictions (Pelco, 2025). There were minimal obstacles to an OT breach after gaining building access, denoting a lack of layered internal security protections and network segmentation. There are very few segments controlling data flow, making it much easier for an attacker to move freely once they gain access (Virkkula, 2025).

3.3 Detection and Response Gaps
Monitoring Gaps: Whilst CCTV and alarm systems were in place, monitoring was largely passive. There was minimal evidence of continuous real-time observation or security oversight (Skyler Libkie, 2025). Passive monitoring increases attacker dwell time; reducing it is paramount to ensuring attackers have fewer opportunities to cause damage, steal sensitive data, and deploy malicious software (ConnectWise, 2025).
Detection Procedures: There was no system-wide integration of detection techniques. The likelihood of timely discovery decreased because physical alarms did not trigger automatic alerts to IT or OT security teams (BitSight, 2024). Physical security incidents that impact ICS settings should be considered possible cyber incidents, according to NIST SP 800-82 (Ribeiro & Ribeiro, 2022).
Response Methods: There were unclear escalation pathways and informal response guidelines. Even recognised issues could not lead to successful intervention in the absence of established reaction protocols (Markey et al., 2025). The IEC 62443-2-1 guidelines on organisational security management conflict with the lack of coordinated response planning (Madsen & Madsen, 2025).
Analysis: The effect of perimeter and access control failures was further increased by detection and response flaws (Seager, 2025). The likelihood that an intrusion might proceed undetected to OT penetration increased due to the lack of coordination between physical and cybersecurity operations (Newmark Security PLC, 2024).

4. Technical vulnerability assessment
4.1 External Assessment Findings
Open Ports & Services: This provides a potential entry point for unauthorised access, bypassing already in place security protocols with known exploits. Once access is gained, an advanced, enduring threat (APT) can conduct reconnaissance and further exploit vulnerabilities (Schrader, 2024).
Software Vulnerabilities:
Software used may be legacy software versions with known common vulnerabilities and exposures (CVEs). 2023-27997 CVE Usefulness A heap-based buffer overflow in Fortinet FortiOS’s Secure Sockets Layer (SSL) and virtual private network (VPN) components is known as CVE-2023-27997, aka XORtigate (Charrier & Weiner, 2024).
When this vulnerability was revealed on June 11, 2023, it attracted major media attention immediately (Charrier & Weiner, 2024). It was dubbed XORtigate before Fortinet even issued an official security advisory on June 12 (Charrier & Weiner, 2024).
On June 13, two blog postings with Proof of Concepts and one since-deleted non-weaponised exploit on GitHub swiftly followed the revelation. By June 16, scanners, weaponised exploit code, and proof-of-concept code were all publicly accessible (Charrier & Weiner, 2024).
Although it was to be expected that exploitation would quickly follow the first attention and publication of vulnerabilities, Mandiant did not observe any exploitation activity until about 4 months after disclosure, on September 12 (Charrier & Weiner, 2024).

Encryption Weaknesses: Weak & Deprecated Cypher Suites – Older algorithms use small key sizes, which can be easily brute-forced with state-of-the-art computational power. Certain weak and outdated cypher suites lack perfect forward secrecy (PFS); in short, if the private key is leaked, all earlier messages can be decrypted using it (Allen, 2025).

Analysis: Even if they are mild on their own, external vulnerabilities greatly increase the risk when combined with internal exploits. As seen in earlier incidents in the energy industry, compromised corporate systems can serve as staging areas for ongoing APT attacks against Operational Technology (OT), and such systems can be used to completely cripple and shut down a power grid or substation (White, 2016). Luckily, it is an ethical penetration test run by our team at MEGA BREACH. So, all systems stayed intact; only the non-backup versions may be infected.

4.2 Internal OT Assessment Findings
Flat Network Topology in OT:  Threats of flat networks to Operational Technology include – Easy lateral movement, lack of control and visibility, outdated legacy systems, and incident impact. All data and physical operations get affected (Katalyst, 2025).
Vulnerabilities of legacy OT systems and securing them:
· Network Security: Implement demilitarised zones (DMZ) separating OT and IT networks. Conduct OT-IT segmentation to limit the spread of threats in segments (Botla, 2026).
· Active threat tests: Yearly to bi-annually conduct OT penetration testing to evaluate and mitigate actual attacks (Botla, 2026).
· Incident response plan: Have a dedicated OT Security Operations Centre (SOC) to monitor and respond quickly to incidents (Botla, 2026).
· Governance and compliance: Risk assessments and gap analysis implemented to reduce exploits. Maintain compliance with international standards, such as ISA/IEC 62443, NIST 800-82r3, and the NIS 2 Directives (Botla, 2026).
· Zero trust model: No entity inside or outside is trusted; no one can make significant changes as a trusted administrator of a server or system (Botla, 2026).
· Regular employee awareness training: Tabletop exercises for IoT, OT/ICS to ensure employees are ready and capable of responding to an incident. Keep systems and staff up to date on the latest cybersecurity practices (Botla, 2026).

Shared Credentials: Using shared accounts across multiple OT devices reduces accountability and makes privilege escalation easier. This goes against zero-trust and least-privilege principles, which make incident response much trickier (Stouffer et al., 2015).
Monitoring Limitations: OT networks are full of devices that were never intended to be "visible”, such as actuators, sensors, PLCs, and HMIs. These devices frequently use non-standard communication methods and proprietary firmware. IT monitoring technologies cannot identify the operating systems or IP addresses of many devices (Arab Solutions, 2025).

Analysis: The effects of external compromise and physical incursion were greatly increased by internal OT vulnerabilities. Swift escalation with potentially serious operational and safety repercussions was enabled by the lack of segmentation, inadequate rules, and inadequate monitoring and incident response once access was obtained (Arcanum Cyber Security, 2025).

5 Risk assessment & business impact
5.1 Risk Rating Table
	Risk Area
	Likelihood
	Impact
	Overall Risk

	External Exploitation
	Medium
	Medium
	Medium

	Internal Exploitation
	Medium
	High
	High

	Physical Pen-Test
	High
	Medium
	Low

	Actual physical intrusion by attacker
	High
	High
	Critical

	OT compromising
	Medium
	High
	High

	Disgruntled employee insider
	Medium
	High
	High

	Lack of Monitoring/Surveillance
	High
	High
	Critical



5.2 Business Impact Analysis
The vulnerability assessment showcases Brite Spark Power’s weak security posture. The findings show considerable vulnerabilities, including instances in which testers gained physical access to substations and electrical grids. This leads to exploitation of IT infrastructure and OT environments, increasing the probability of operational outages in the electricity grid. When that happens, it could result in complete system failure, threaten public safety, and cause blackouts (Stouffer et al., 2015).
Since BSP Ltd has the role of being a critical electricity provider. The lack of monitoring, access controls, electrical locks, CCTV coverage, employee training/awareness, detection and response methods (Gibson, 2025). Increases the risk of regulatory non-compliance penalties under frameworks such as Networks and Information Systems (NIS) (Department for Science, Innovation & Technology, 2025). NIS enforces the protection of vital services by providing companies with a framework to meet regulatory responsibilities and invest in their cybersecurity to protect their data or services (Department for Science, Innovation & Technology, 2025).

6. Recommendations

6.1 Physical Security
· Improve perimeter security and visibility, install anti-climb features, clear wooded areas, and enhance lighting brightness (Stouffer et al., 2015).
· Integrate motion sensors into CCTV, also add multiple FOV layers to minimise blind spots, unnoticed suspicious activity, lack of employee accountability and evidence (Stouffer et al., 2015).
· Framework mapping: IEC 62443-3-3 (Zone/Conduit Physical Security), ISO/IEC 27001 A.11.1.1 (International Electrotechnical Commission, 2013), NIST SP 800-82 Physical Protection (Stouffer et al., 2015).

6.2 Network Segmentation
· As standard in IEC 62443-3-3, implement a zone-and-conduit architecture which will separate RTUs, PLCs, SCADA devices and IT infrastructure. Example: Define zones (Level 1 PLCs and Level 2 SCADA) and conduits (communication lines) (International Electrotechnical Commission, 2013).
· Framework Mapping: ISO/IEC 27001 Annexe A.8.20 (International Electrotechnical Commission, 2013) & NIST SP 800-82 (Stouffer et al., 2015).

6.3 Hardening & Identity Access Management (IAM)
· The majority of legacy OT systems use default or shared credentials. Transitioning to access control based on role-based access control (RBAC) to make sure only employees can access PLCs or RTUs to carry out their required functions and maintenance. Ensure the concept of least privilege is implemented to minimise the threat landscape (International Organisation for Standardisation, 2022).
· Framework mapping: IEC 62443-3-3 FR 1 – Identification and Authentication Control (International Electrotechnical Commission, 2013), and NIST SP 800-82 – Least privilege and account management (Stouffer et al., 2015).
6.4 Monitoring & Detection
· Industrial protocols like Modbus or DNP3 are frequently difficult for standard IT monitoring tools to understand. To identify unusual orders that may indicate a cyber-physical attack, BSP would benefit from Deep Packet Inspection (DPI). To detect unauthorised after-hours access, digital login attempts and physical badge-in data should be linked (Stouffer et al., 2015).
· Framework mapping: IEC 62443-3-3 & ISO & IEC 27001 Annexe A.12.4 (International Electrotechnical Commission, 2013).

6.5 Incident Response and Recovery
Plans for incident response (IR) should take into consideration cyber-physical situations, such as an attacker turning off a cooling pump and setting off a fire alarm at the same time to cause panic and confusion (International Society of Automation, 2024). IR designs include manual fail-safe protocols that enable operators to maintain process control even if the digital HMI is compromised (International Society of Automation, 2024).
Framework mapping: ISO/IEC 27001 Annexe A.17 (International Electrotechnical Commission, 2013) & NIST SP 800-82 (Stouffer et al., 2015).

6.6 Integration of Physical and Cyber Controls
· It is necessary to break down the gap that exists between physical security, OT, and IT. Physical and cyber hazards should be treated as a single cohesive risk register under governance policies. promotes the use of cross-functional security committees and routine audits to establish a cycle of ongoing improvement (International Society of Automation, 2024).
· Framework mapping: ISA/IEC-62443-2-1 (International Electrotechnical Commission, 2013).

7. Conclusion
Brite Spark Power Ltd vulnerability assessment conducted by Mega Breach Ltd penetration testing team with permission from a Get Out of Jail Free (GOJF) letter signed by BSP’s CISO – Leslie Doright. Demonstrates various possible vulnerabilities across IT networks/systems, OT architectures, physical security, and employee cyber awareness, creating a critical risk to financial consequences & general business operations (Boyes et al., 2018).
The analysis of vulnerability findings in this assessment shows a lack of physical security mitigation frameworks. The lack of proactive, extensive monitoring of crucial entry points increases the risk of compromise and impacts company operations and public opinion. All because non-segmented and legacy OT environments have many known exploits/vulnerabilities that can be used to disrupt the power supply (Humayed et al., 2026).
A coordinated defence-in-depth strategy is necessary to counter these complex threats. Brite Spark Power can dramatically reduce the likelihood and systemic effects of a breach by combining multilayer physical perimeters with strong network segmentation and strict identity and access management (IAM) (Stouffer et al., 2023). Additionally, a strict, uniform approach to industrial automation and control system (IACS) resilience is ensured by matching these technological controls with the IEC 62443 standard (SIST EN IEC 62443-3-3:2019, 2026).
In the end, suppliers of Critical National Infrastructure (CNI) need to progress towards a comprehensive security posture that views the physical and cyber realms as interrelated fields (NPSA, 2025a). Organisations is able to ensure a rigorous and consistent approach to risk mitigation across the cyber-physical interface through aligning industrial automation and control system (IACS) resilience with the IEC 62443 standard (NPSA, 2025b). Brite Spark Power can protect its mission-critical assets by continuously integrating threat intelligence, iteratively updating protocols, and maintaining a environment of security awareness. In addition to strengthening the reliability of the local power supply, carrying out these suggestions would boost institutional resilience and community confidence amid a complex threat landscape (Abdelkader et al., 2024).
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